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Agenda
 Awareness Raising 

 The Impact of the Covid Pandemic

 Policies and Practices

 Reviewing and Developing Your Whole 
School Approach

― Developing a Progressive, 
Age-Appropriate Curriculum

― Supporting Parents and Families

 Professional Reputation

10:45 Break

12:30 – 1:15 Lunch

3.30 pm Close



Aims of Today’s Training
 To help participants to understand the potential as well as the risks of 

technology

 To help schools and settings to meet national and local expectations for online 
safety

 To develop participants skills in planning for and managing online safety issues

 To review associated policies and documentation

 To look at a range of materials and activities that can be used with pupils, 
appropriate to their age and ability



This is a safe environment for open conversations

In attending this training, 

we implicitly agree to this being 

a confidential environment

without judgement.



Awareness Raising
A look back through the history of Online Safety 

As a National agenda 



2008



“Child safety (online or offline) is a hotly debated issue.

A focus on the most terrible but least frequent risks can skew 
debate in a direction that sends out negative and fear-based 
messages to children, young people and families. 

I hope that this report will enable thinking to remain proportionate 
and balanced and will embed the issue of child digital safety 
within a broader context of building resilience (for example skills 
of critical evaluation, risk management and self monitoring) with 
a clear understanding of the importance of risk experiences and 
their management for child learning and development. 

Finally, I urge all those who read this report to retain the needs of 
children and young people at the centre of their thinking and 
consistently ask themselves how quickly and effectively we are 
making a meaningful difference for them.”
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Collection
Using technology in education
Policy documents, support and guidance for 
education providers on the use of technology in 
education.

Meeting digital and technology standards in schools and colleges - Guidance - GOV.UK 
(www.gov.uk)

2013
2010

2008

2014

2019 - Present
2015 - Present

https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges


Meeting digital and technology 
standards in schools and colleges 

March 2022
March 2023

Using technology in education - GOV.UK (www.gov.uk)
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2015 - Present

2022 - Present

https://www.gov.uk/government/collections/using-technology-in-education


New updates focus on
Filtering & Monitoring
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The Online Safety Act
“Today will go down as an historic moment that ensures the online safety of 
British society not only now, but for decades to come.

I am immensely proud of the work that has gone into the Online Safety Act from 
its very inception to it becoming law today. The Bill protects free speech, 
empowers adults and will ensure that platforms remove illegal content.

At the heart of this Bill, however, is the protection of children. I would like to thank 
the campaigners, parliamentarians, survivors of abuse and charities that have 
worked tirelessly, not only to get this Act over the finishing line, but to ensure that 
it will make the UK the safest place to be online in the world.”

Technology Secretary Michelle Donelan



The Online Safety Act Information for industry.Guide for services

https://www.ofcom.org.uk/online-safety/information-for-industry/guide-for-services/codes-of-practice
https://www.ofcom.org.uk/online-safety/information-for-industry/guide-for-services/codes-of-practice


Generative artificial intelligence 
(AI) in education

November 2023

2013
2010

2008

2014

2019 - Present
2015 - Present

2022 - Present Generative AI in education - GOV.UK (www.gov.uk)

2023

https://www.gov.uk/government/publications/generative-artificial-intelligence-in-education/generative-artificial-intelligence-ai-in-education


The Online Safety Act
Taking a zero-tolerance approach to protecting children. 
For social media platforms and the content they host It does this by making sure 
they: 
 remove illegal content quickly or prevent it from appearing in the first place, including content 

promoting self-harm
 prevent children from accessing harmful and age-inappropriate content including 

pornographic content, content that promotes, encourages or provides instructions for suicide, 
self-harm or eating disorders, content depicting or encouraging serious violence or bullying 
content

 enforce age limits and use age-checking measures on platforms where content harmful to 
children is published

 ensure social media platforms are more transparent about the risks and dangers posed to 
children on their sites, including by publishing risk assessments

 provide parents and children with clear and accessible ways to report problems online when 
they do arise



This quote first appeared in the Sunday Times on 29th August 1999
Online Safeguarding Strategy 2021 – 2023 | 

Cambridgeshire and Peterborough Safeguarding Partnership Board (safeguardingcambspeterborough.org.uk)

“I’ve come up with a set of rules that describe our reactions to technologies:

1.  Anything that’s already in the world when you’re born is just normal and 
ordinary and is just a natural part of the way the world works.

2.  Anything that gets invented between when you’re fifteen and thirty five is 
new, exciting and revolutionary and with any luck you can make a career out 
of it.

3.  Anything that gets invented after you’re thirty five is against the natural 
order of things until it has been around for about ten years when it gradually 
turns out to be alright really.”

Douglas Adams (1952 – 2001) Author of The Hitchhiker’s Guide to the Galaxy

https://www.safeguardingcambspeterborough.org.uk/children-board/professionals/procedures/online-safeguarding-strategy-2021-2023/
https://www.safeguardingcambspeterborough.org.uk/children-board/professionals/procedures/online-safeguarding-strategy-2021-2023/


E-Safety, Online Safety, Internet Safety
What do we mean?
 E-Safety is less about restriction and more about education 

about the risks as well as the benefits so we can feel confident 
online.

 E-Safety is often defined as the safe and responsible use of technology. This includes 
the use of the internet and also other means of communication using electronic media 
(e.g. text messages, online messaging, social media, gaming devices, e-mail etc). 

 E-Safety is concerned with supporting children and young people to develop safer 
online behaviours, both in and out of school.

 E-Safety is constantly evolving.

 In practice, E-Safety is as much about behaviour as it is electronic security.



What is an Online Safety 
Child Protection Incident?

A safeguarding incident 

where technology is involved



 Feb 2019 | Upskirting: know your rights 

 Nov 2019 | County Lines Programme is Launched 

 Jun 2021 | Review of Sexual Abuse in Schools and Colleges

 April 2022 – Sept 23 | The Online Safety Bill

 October 2023 | Generative artificial intelligence in education  

Departmental statement

 October 2023 | The Online Safety Act

Where Technology Enables Physical Aspects
and Gov.uk responses

https://www.gov.uk/government/news/upskirting-know-your-rights
https://www.gov.uk/government/publications/county-lines-programme/county-lines-programme-overview
https://www.gov.uk/government/publications/review-of-sexual-abuse-in-schools-and-colleges/review-of-sexual-abuse-in-schools-and-colleges
https://www.gov.uk/government/publications/online-safety-bill-supporting-documents/online-safety-bill-factsheet
https://www.gov.uk/government/publications/generative-artificial-intelligence-in-education/generative-artificial-intelligence-ai-in-education
https://www.gov.uk/government/publications/generative-artificial-intelligence-in-education/generative-artificial-intelligence-ai-in-education


Breakout activity

Children’s Media Lives: Year 10 Findings 2024 
(Ofcom.org.uk) 

Children’s Media Lives: Year 10 Findings 2024
(padlet.com)

For reference
Children and Parents: Media Use and Attitudes 2023 (Ofcom.org.uk)

Children and parents: media use and attitudes report 2022 (Ofcom.org.uk)

https://www.ofcom.org.uk/__data/assets/pdf_file/0021/283044/childrens-media-lives-2024-summary-report.pdf
https://padlet.com/jo_puckering/children-s-media-lives-year-10-findings-in-2024-ofcom-2024-9rta0r5a9u7xzmi1
https://www.ofcom.org.uk/__data/assets/pdf_file/0027/255852/childrens-media-use-and-attitudes-report-2023.pdf
https://www.ofcom.org.uk/__data/assets/pdf_file/0024/234609/childrens-media-use-and-attitudes-report-2022.pdf


Ofcom Interactive Data
For further exploration

Children and parents: 
media use and attitudes 
report 2024 – interactive 
data

https://www.ofcom.org.uk/media-use-and-attitudes/media-habits-children/children-and-parents-media-use-and-attitudes-report-2024-interactive-data/
https://www.ofcom.org.uk/media-use-and-attitudes/media-habits-children/children-and-parents-media-use-and-attitudes-report-2024-interactive-data/
https://www.ofcom.org.uk/media-use-and-attitudes/media-habits-children/children-and-parents-media-use-and-attitudes-report-2024-interactive-data/
https://www.ofcom.org.uk/media-use-and-attitudes/media-habits-children/children-and-parents-media-use-and-attitudes-report-2024-interactive-data/


Rest Break
10:45 – 11:00 15mins



The Impact of the Covid Pandemic
Risks: 
When children spend time online they may 
be exposed to:
 online abuse
 cyberbullying
 sexual exploitation
 sexting
 grooming
 radicalisation.
Europol reported an increase in some 
countries of offenders attempting to 
contact young people via social media 
since the outbreak of the virus (Europol, 
2020).

Online safety during coronavirus | NSPCC Learning

 Lockdowns and high-level restrictions: 
Children were spending more time at 
home and may not have seen friends & 
family in person = Increased importance for 
keeping intouch online.

 Increased online time: For many children, 
the ways they use the internet has 
expanded:  
 online communities 
 video-calling platforms. 
 support from services including school 

staff, social workers, counsellors and 
others in their support network.

While all this can bring benefits to children’s 
mental health and wellbeing, for some, it 
presented new exposures to online risks.

https://learning.nspcc.org.uk/Search?term=online+abuse
https://learning.nspcc.org.uk/child-abuse-and-neglect/bullying/
https://learning.nspcc.org.uk/child-abuse-and-neglect/child-sexual-exploitation/
https://learning.nspcc.org.uk/research-resources/briefings/sexting-advice-professionals/
https://learning.nspcc.org.uk/research-resources/briefings/grooming/
https://learning.nspcc.org.uk/safeguarding-child-protection/radicalisation/
https://learning.nspcc.org.uk/news/covid/online-safety-during-coronavirus


 Increase in use of Video Sharing Platforms TikTok being the most 
popular

 Significant increase in alternate devices for 'watching TV' and 
accessing on-demand content

 Online gaming has been a significant platform for connecting with 
friends (particularly with boys)

 Social media, messaging apps & video calls used by a majority 
to keep in touch with friends and family

 Rise of disinformation 

The Impact of the Covid Pandemic



 Use of anonymous Q&A sites or apps by a minority 
(around 1/5 of 12-15s and 1/10 of 8-11s)

 Gradual disengagement with news, but happy to receive news via 
friends on social media

 Parents have found it harder to control screen time and more 
concerned about their child's online use

 Parents felt the need to relax some of the rules about online use

The Impact of the Covid Pandemic



We’ve talked about the National Picture.

What were / are still your pressure points?



Common factors
 More homelife/school boundaries crossed

 Abusive language

 Increased expectations

 Aggressive behaviour – parental and pupil

 Inappropriate use of sexual language

 Inappropriate sexual behaviour

 Secretive behaviour

 Addictive behaviour

Change in Behaviours



PIES MODEL

Policies & 
Practices

Infrastructure 
& 

Technology

Education 
& Training

Standards & 
Inspection



Whole School Approach

Whole-school approaches are likely to make teaching more effective 
than lessons alone. A whole school approach is one that goes 
beyond teaching to include all aspects of school life, including 
culture, ethos, environment and partnerships with families and the 
community. 

We recommend that schools embed teaching about online safety 
and harms within a whole school approach.

https://www.gov.uk/government/publications/teaching-online-safety-in-schools 
Pg 26

https://www.gov.uk/government/publications/teaching-online-safety-in-schools


Do Policies Meet Practice?

Safeguarding 
Policy

Online Safety 
Policy

Acceptable 
Use Policies

Computing 
Curriculum

Relationships 
Education and 

Health 
Education

Behaviour 
Policy

Does this 
include Anti-

Bullying?

Risk 
Assessments

Local 
Guidance
LA / Trust / 

School



Keeping Children Safe in Education
The school or college’s approach to online safety 

should be reflected in the child protection policy 

which, amongst other things, should include 

appropriate filtering and monitoring on school 

devices and school networks.

“The 4Cs will provide the basis of an effective
online policy.”



Keeping Children Safe in Education
All staff should receive appropriate safeguarding 
and child protection training (including online 
safety) at induction.

Online safety training should be integrated, 
aligned and considered as part of the whole 
school safeguarding approach...



Keeping Children Safe in Education

 Reference to child protection policies and 

appropriate filtering and monitoring on school 

devices and school networks (para 138)

 Remote education (para 139) 

 New section referencing the new published filtering 

and monitoring standards to support schools to 

meet their duty to have appropriate/effective 

filtering and monitoring I place (para 142)

Additional updates and how they affect you:



Keeping Children Safe in Education

 Raise awareness of expectations for relevant staff to 

understand filtering and monitoring (para 14)

 Reference to filtering and monitoring (para 103)

 Additional text added that staff training should 

include understanding roles and responsibilities in 

relation to filtering and monitoring (para 124)

 Mobile and smart technology (para 137)

Additional updates and how they affect you:



Whilst it is essential that governing bodies and proprietors 
ensure that appropriate filters and monitoring systems are 
in place, they should be careful that “over blocking” does 
not lead to unreasonable restrictions as to what children 
can be taught with regard to online teaching and 
safeguarding.

(Keeping Children Safe in Education, 2022 
Paragraph 134)

Infrastructure and Technology



They should ensure that the leadership team and relevant 
staff have an awareness and understanding of the 
provisions in place and manage them effectively and know 
how to escalate concerns when identified. Governing 
bodies and proprietors should consider the number of and 
age range of their children, those who are potentially at 
greater risk of harm and how often they access the IT 
system along with the proportionality of costs versus 
safeguarding risks. 

(Keeping Children Safe in Education, 2023 
Paragraph 141)

Infrastructure and Technology
Governing bodies and proprietors should ensure their 
school or college has appropriate filtering and 
monitoring systems in place and regularly review 
their effectiveness. 



The appropriateness of any filters and monitoring systems are 
a matter for individual schools and colleges and will be 
informed in part, by the risk assessment required by the 
Prevent Duty.

(Keeping Children Safe in Education, 2022 
Paragraph 142)

Infrastructure and Technology



Keeping Children Safe in Education

 Additional references to filters and monitoring 

(para 140 – 142)

 Reference to cyber security standards (para 144)

 Managing incidents of sexual harassment (para 157)

Additional updates and how they affect you:



Infrastructure and Technology
Internet filtering pyramid 100%

Content-aware, 
real-time

Minimal exposure to risk

Content-aware filtering 
 Partial exposure to risk

URL filtering 
 Exposure to risk

DNS filtering 
 Exposure to risk

No filtering 
 Full exposure to risk

URL filtering 
 A step up, URL filtering restricts content on the 
basis of individual pages on a particular website

DNS filtering 
DNS filtering blocks entire websites at a DNS level

Content-aware filtering
 This filtering approach assess the specific 
content on a given website, and blocks 
accordingly

100% Content-aware in real-time
 The most dynamic and safest filtering



Infrastructure and Technology
Digital Monitoring – how it works

URL filtering 
 Exposure to risk



Infrastructure and Technology
April 2022 |Meeting DfE Digital Standards for Schools and Colleges.gov 

Update in 29th March 2023

The categories aim to help schools and colleges to make more informed decisions 
about technology, leading to safer and more cost-efficient practices and learning 
opportunities for students including:
 budgeting for technology procurement and maintenance

 buying technology equipment and services

 renewing a contract with a technology provider to ensure their purchases meet your 
needs

 correctly installing new equipment

It is advised that all schools read the standards, assess if they meet the standards and plan accordingly.

https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/broadband-internet-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/broadband-internet-standards-for-schools-and-colleges


Education and Training

Updated Jan 2023

“We want schools to equip their pupils with the 
knowledge needed to make the best use of the 
internet and technology in a safe, considered and 
respectful way, so they are able to reap the 
benefits of the online world.”

Teaching online safety in school

https://www.gov.uk/government/publications/teaching-online-safety-in-schools/teaching-online-safety-in-schools


Education and Training

Updated Jan 2023

https://www.gov.uk/society-and-culture/online-safety

This is taught throughout 
• statutory relationships and health education

in primary schools 
• statutory relationships, sex and health education

in secondary schools

This complements the computing curriculum, which covers 
the principles of online safety at all key stages, with 
progression in the content to reflect the different and 
escalating risks that pupils face.

Teaching Online Safety in Schools |Gov.uk

Pupils are taught about online safety and harm 
addressing online safety and appropriate 
behaviour in an age-appropriate way that is 
relevant to their pupils’ lives.

https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education/relationships-education-primary
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education/relationships-and-sex-education-rse-secondary
https://www.gov.uk/government/publications/national-curriculum-in-england-computing-programmes-of-study
https://www.gov.uk/society-and-culture/online-safety


Education and Training

“Today’s children and young people are growing 
up in an increasingly complex world and living 
their lives seamlessly on and offline. 

This presents many positive and exciting 
opportunities, but also challenges and risks.”

Relationships and sex education (RSE) and health education
Forward by the Secretary of State Sept 2021

Updated Jan 2023

https://www.gov.uk/society-and-culture/online-safety

https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education/foreword-by-the-secretary-of-state


The 4 areas of risk (4Cs)
 Content – being exposed to illegal, inappropriate or harmful material

 Contact – being subjected to harmful online interaction with other users

 Conduct – personal online behaviour that increases the likelihood of, or 
causes harm

 Commerce -  risks such as online gambling

Social media and online safety | NSPCC Learning

KCSiE 2023 Paragraph 136

https://learning.nspcc.org.uk/safeguarding-child-protection/social-media-and-online-safety
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1181955/Keeping_children_safe_in_education_2023.pdf


 Online gambling

 Advertising
 Phishing scams
 Financial scams

 Copyright
 Micro 

transactions

Content Contact Conduct Commerce

 Illegal
 Inappropriate / 

harmful
e.g. fake news, 
racism, 
misogyny, self-
harm, 
extremism, 
pornography

 Bullying

 Grooming
 Sexual 

harassment

 Exploitation

 Influencing
 End-to-end 

encryption

 Privacy

 Digital footprint
 Health & 

wellbeing
 Nudes & semi-

nudes

 Copyright

 Live Streaming



Fake news and ‘viral scares’
Manage the initial reaction or impulse

 DO NOT send out specific warnings 

Reinforce general messages, and reassure

 Direct parents to useful guidance 

(e.g. ThinkuKnow, BBC Own IT)

 Follow safeguarding procedures for any concerns

https://www.thinkuknow.co.uk/
https://www.bbc.com/ownit/the-basics/real-or-fake-news-quiz?collection=secrets-of-the-internet


STATUTORY ONLINE SAFETY CURRICULUM

Education and Training
Computing Curriculum

 Safely, Respectfully, 
Responsibly

 Know where to go 
for help and support

 Recognise 
acceptable / 
unacceptable 
behaviour

PSHE & Computing Curriculum

 Online identities
 Healthy relationships, 

both online and offline
 Respect for others 

even when 
anonymous

 Critically consider 
online 'friendships' and 
sources of information

 Citizenship

 Recognising the risks of online 
content to wellbeing and 
health

 Benefits of the internet and 
managing online time

 Respectful behaviour and 
keeping personal information 
private

 Age restrictions
 Reporting concerns and 

accessing support
 Being a discerning consumer 

of information



 Teach behaviours, not technology
 Link online and offline activity
 Keep it relevant - but beware 'promoting' 

behaviours
 Recognise shift to focus on health, wellbeing 

and relationships
 Integrate PSHE approaches (e.g. distancing)
 Make reporting easy
 Be careful about your messaging

Teaching online safety



Curriculum audit

The ICT Service |
e-safety/education-and-training

Online Safety Curriculum Audit Template

https://theictservice.org.uk/wp-content/uploads/2022/09/Online_Safety_Curriculum_Audit_-_Template.docx


Curriculum Resources | Planning



Curriculum Resources



Online safety for families and children with SEND

https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-families-children-with-
send/

https://www.nspcc.org.uk/globalassets/documents/online-safety/online-safety---downloadable-
resources/cso_send_sharing-personal-details_jan2022.pdf

https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-families-children-with-send/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-families-children-with-send/
https://www.nspcc.org.uk/globalassets/documents/online-safety/online-safety---downloadable-resources/cso_send_sharing-personal-details_jan2022.pdf
https://www.nspcc.org.uk/globalassets/documents/online-safety/online-safety---downloadable-resources/cso_send_sharing-personal-details_jan2022.pdf


 Understanding the categories of online risk and 
developing a culture of e-safety

 Identifying e-safety provision around policy, practice, 
infrastructure, education and training

 Highlighting good and poor practice and exploring 
sample inspection questions

https://www.kelsi.org.uk/__data/assets/pdf_file/0008/28871/
Inspecting-e-safety-Ofsted.pdf

Inspection

https://www.kelsi.org.uk/__data/assets/pdf_file/0008/28871/Inspecting-e-safety-Ofsted.pdf
https://www.kelsi.org.uk/__data/assets/pdf_file/0008/28871/Inspecting-e-safety-Ofsted.pdf


September 2022 Update

Previous guidance for Ofsted inspection said that schools should have 
“appropriate filters and monitoring systems in place to protect children 
from online harms and cyber security risks”. 

The update goes now goes further, stating that inspectors should consider 
whether governing bodies and proprietors 

“do all that they reasonably can to limit children’s exposure to any risks 
from the school or college’s IT system”. It adds: “As part of this process, 
governing bodies and proprietors ensure that their school or college has 
appropriate filters and monitoring systems in place to protect children 
from potentially harmful content, and regularly review their 
effectiveness.”

https://www.gov.uk/government/publications/inspecting-safeguarding-
in-early-years-education-and-skills

Inspection

https://www.gov.uk/government/publications/inspecting-safeguarding-in-early-years-education-and-skills
https://www.gov.uk/government/publications/inspecting-safeguarding-in-early-years-education-and-skills


Lunch
12:30 – 1:15



 Engage children and young people in a conversation. Make sure they 
know the importance and value of protecting their personal information 
online and only share location data with those they trust.

 Check that they know who to talk to if someone makes them feel 
uncomfortable online, such as a Trusted Adult.

 Teach children and young people about the importance of knowing 
how to report and block on the platforms they use.

 Check that all their devices have the best safety settings enabled.

 Speak to the children about their safety and privacy settings online and 
check that they limit public access to their social media images.

We still need to….



Artificial Intelligence (AI) 
How do you see it?

The next big thing.

An opportunity.

I’ve no idea!

A disrupter.

Is this a subject to cover when we 
are talking about

online safety ?



Artificial Intelligence (AI) 





“Generative AI

 stores and learns from the data it is given – any data entered should 
not be identifiable

 can create believable content, including more credible scam emails 
requesting payment 

 people interact with generative AI differently and the content may 
seem more authoritative and believable”

Protecting data, pupils and staff 

Generative Artificial Intelligence in Education
Gov.uk

https://www.gov.uk/government/publications/generative-artificial-intelligence-in-education/generative-artificial-intelligence-ai-in-education


Generative Artificial Intelligence in Education
Gov.uk

“Schools and colleges should:

 protect personal and special category data…

 not allow or cause intellectual property, including pupils’ work, to be used to train 
generative AI models, without appropriate consent or exemption to copyright

 review and strengthen their cyber security by referring to the cyber standards  – 
generative AI could increase the sophistication and credibility of attacks

 ensure that children and young people are not accessing or creating harmful or 
inappropriate content online, including through generative AI - keeping children safe 
in education provides schools and colleges with information on:

 what they need to do to protect pupils and students online

 how they can limit children’s exposure to risks from the school’s or college’s IT 
system”

Protecting data, pupils and staff 

https://www.gov.uk/government/publications/generative-artificial-intelligence-in-education/generative-artificial-intelligence-ai-in-education
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/keeping-children-safe-in-education--2


Protecting data, pupils and staff 
 Ensure learners know the importance to fact-

check and to verify whether a piece of 
information is correct or not. 
Scaffolding with appropriate digital literacy 
skills across all ages, supporting them to 
question and to know how to fact check.

 Be mindful of the risks and limitations of these 
technologies.
If you are using them, to ensure your get the 
best results.

As educators:

 Have conversations
Increase your awareness and that of your 
learners, appropriate to age and stage without 
promotion.

 Manually fact-check the output provided to 
verify whether a piece of information is correct 
or not.
Lateral Reading: checking facts, figures, and 
arguments against news sites, industry reports, 
books, studies via a search engine…

 Do due diligence 
Risk assess to protect your professional 
reputation and that of your school/MAT.

As professionals:

 Be mindful of the risks and limitations 
of these technologies to ensure your get the 
best results

Do you have policies in place which cover these considerations for staff use and for student use?

https://learn.microsoft.com/en-us/training/educator-center/instructor-materials/classroom-toolkit-unlock-generative-ai-safely-responsibly


Artificial Intelligence (AI) 

Quick, Draw | Help teach a neural data set by adding your drawings to the world’s largest doodle data set

https://quickdraw.withgoogle.com/
https://quickdraw.withgoogle.com/


Artificial Intelligence (AI) 

YouTube: Chat GPT for teachers: What you NEED to know to leverage AI in your classroom - Andy Fisher @AI_cademia

https://youtu.be/7QaTR8LnQBo?si=P2jymjyQgT11IFRt&t=31
https://youtu.be/7QaTR8LnQBo?si=P2jymjyQgT11IFRt&t=31
https://youtu.be/7QaTR8LnQBo?si=P2jymjyQgT11IFRt&t=31


Artificial Intelligence

BBC Bitesize: The monthly AI or real quiz

https://www.bbc.co.uk/bitesize/search?d=BITESIZE&q=The+monthly+AI+or+real+quiz&seqId=a2b62100-28a3-11ef-a8b9-f174073aed20


Teacher suspended, facing dismissal for Facebook comments

School suspends 29 pupils for insulting teacher on Facebook

Teacher suspended for gun pictures on Facebook

Teachers ordered to close Facebook accounts to spare blushes

Teacher fired over Facebook posts

Teacher in Facebook warning

 It is good practice for schools to inform shortlisted candidates that online searches 
will be carried out. KCSiE: Part three, Safer recruitment, Footnote 221 

Protecting your professional reputation online

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1181955/Keeping_children_safe_in_education_2023.pdf


Sexy Blond
Big Bust
The dogs nuts
David Beckham’s 
left foot!
No, I’m GOD
Balls of Steel

I’m the genius
Hot chick
Dude
Sexy Kitten
Me Tarzan you Jane
Porn Star

… 

Is the personal hotspot, email address, social media 
handle appropriate for your/your staff’s professional 
role?



Are these kind of 
pictures of your staff 
on Social Media?



Communicating with children online

If you’re using social media or messaging/video apps to communicate with children as 
part of your work, you must consider safeguarding measures.

NSPCC has updated online safety and social media page to include information and 
advice on:

 policies and procedures for ensuring online safety

 behavioural codes and appropriate language when using social media

 managing online communities

 how to livestream safely.

 using the correct form of communication

Protecting Your Professional Reputation Online



1. Google yourself

2. Remove damaging content

3. Watch what you post

4. Establish a professional social 
media presence

5. Lock down your personal social 
media profiles

6. Address student concerns both in class 
and online

7. Clearly document everything when dealing 
with difficult situations

8. Create content that showcases your 
knowledge and expertise

9. Monitor review sites

9 essential online reputation management tips for educators - ReputationDefender

Protecting Your Professional Reputation Online

https://www.reputationdefender.com/blog/professionals/9-essential-online-reputation-management-tips-for-educators#:%7E:text=%209%20essential%20online%20reputation%20management%20tips%20for,grow%20your%20reputation%20as%20a%20professional...%20More%20


Protecting Your Professional Reputation Online

Guidance for Safer Working Practice

“All staff have a responsibility to maintain public confidence in their ability to 
safeguard the welfare and best interests of children. 

They should adopt high standards of personal conduct in order to maintain 
confidence and respect of the general public and those with whom they 
work.”

Guidance for safer working practice for those working with 
children and young people in education settings (pg 3)



Supporting parents
Modelling the online safety principles consistently. 

This includes expecting the same standards of behaviour whenever a pupil is online at school 
- be it in class, logged on at the library or using their own device in the playground.  

Schools should also ensure they extend support to parents, so they are able to incorporate 
the same principles of online safety at home. The further sources of information section 
includes information about organisations who can either support schools engage with 
parents or support parents directly.

Teaching-online-safety-in-schools

https://www.gov.uk/government/publications/teaching-online-safety-in-schools/teaching-online-safety-in-schools


Supporting parents

 Provide information that can be accessed through Newsletters, Website etc

 Try to be proactive rather than reactive

 Provide easy access to policies 

 Run regular events aimed at different audiences

 Get in early – promote good behaviours and if possible, 
parental agreement, from when children start school

NSPCC Kids Safety Net Local Campaign 2023
Free Online Parent Session Dates Available

https://healthyschoolscp.org.uk/keeping-safe/nspcc-kids-safety-net-campaign-2023/


Supporting parents

www.thinkuknow.co.uk www.parentzone.org.uk www.saferinternet.org.ukwww.nspcc.org.uk
support for parents

The ICT Service Online Safety Hub

http://www.thinkuknow.co.uk/
http://www.parentzone.org.uk/
https://saferinternet.org.uk/
http://www.nspcc.org.uk/
http://www.nspcc.org.uk/
https://theictservice.onlinesafetyhub.uk/


Supporting parents – Chat GPT’s Response
Social media can be a great way for children to communicate, learn and have fun, but it also comes with 
some risks and challenges. Primary school staff in the UK can support parents where children aged 7 to 11 
years old are using social media by:

• Providing online safety education for children and parents, covering topics such as cyberbullying, fake 
news, privacy, security, screen time and digital resilience. There are many free online safety resources for 
primary schools available on the Internet Matters1 and UK Safer Internet Centre2 websites.

• Encouraging parents to set age-appropriate parental controls on any devices and apps that their children 
use, and to supervise their online activities. The government has published some guidance on how to help 
children aged 2 to 4 to learn at home during the coronavirus pandemic, which includes some advice on 
keeping them safe online3.

• Communicating with parents regularly about their children’s online experiences, and offering support and 
advice when needed. For example, teachers can use electronic observation systems to share children’s 
daily activities with parents online, and invite parents to comment back and provide feedback4.

• Promoting positive and responsible use of social media among children and parents, and modelling good 
online behaviour as professionals. Teachers and school staff should also protect their own online 
reputation, and follow the appropriate policies and codes of practice when using social media for work or 
personal purposes2.

https://www.internetmatters.org/schools-esafety/primary/
https://www.internetmatters.org/schools-esafety/primary/
https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff
https://www.gov.uk/guidance/help-children-aged-2-to-4-to-learn-at-home-during-coronavirus-covid-19
https://www.gov.uk/guidance/help-children-aged-2-to-4-to-learn-at-home-during-coronavirus-covid-19
https://www.gov.uk/guidance/help-children-aged-2-to-4-to-learn-at-home-during-coronavirus-covid-19
https://www.teachwire.net/news/7-ways-in-which-early-years-settings-can-support-parents/
https://www.teachwire.net/news/7-ways-in-which-early-years-settings-can-support-parents/
https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff
https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff
https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff


Keeping up 
with information

https://theictservice.org.uk/e-safety/

The ICT Service Online Safety Hub

https://theictservice.org.uk/e-safety/
https://theictservice.onlinesafetyhub.uk/


What next…
Rate yourself with a simple self 
review survey regarding Online 
Safety here 

This is an anonymous form
Feel free to share or duplicate it 
to complete with your Staff and
Governors too.

https://forms.office.com/Pages/ResponsePage.aspx?id=cgcfJ0Esakafvzu65jUd8EQTuaWLQSdMkDDUnLNkvZlURUNSRlJRTTFaUUpCSFZGMTM5TFRRQzFORSQlQCN0PWcu
https://forms.office.com/Pages/ResponsePage.aspx?id=cgcfJ0Esakafvzu65jUd8EQTuaWLQSdMkDDUnLNkvZlURUNSRlJRTTFaUUpCSFZGMTM5TFRRQzFORSQlQCN0PWcu
https://forms.office.com/Pages/ResponsePage.aspx?id=cgcfJ0Esakafvzu65jUd8EQTuaWLQSdMkDDUnLNkvZlURUNSRlJRTTFaUUpCSFZGMTM5TFRRQzFORSQlQCN0PWcu


Professional Conduct

Trailer for ENO Opera, Two Boys

http://www.youtube.com/watch?v=aDycZH0CA4I

http://www.youtube.com/watch?v=aDycZH0CA4I
http://www.youtube.com/watch?v=aDycZH0CA4I
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